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MOXA Products

• ioPAC 8500

IO signal

Traction 

system

Super 

capacitor

(900V, 9500F)

ioPAC 

8500

battery
Charging 

system

Charging 

Pile

◆ ioPAC 8500 monitor the on/off and 

power level of super capacitor

◆ Super capacitor provide the power to 

traction system when running.

◆ Super capacitor switch to charging 

system when arriving the station

◆ Battery provide the power for onboard 

PIS, light HVAC system

◆ Compact 5 slot design with light weight

◆ Fast customization for 0-50mA analog input

◆ Support IEC 61131-3 programming

◆ Railway EN 50155 compliance

◆ Anti-vibration design

Why Moxa?

◆ Small tram will limit space and wright constraint

◆ Need 0-50mA analog input 

◆ Short installation period

◆ IEC 61131-3 programming is required

◆ Railway certificated

Background & Requirements

Onboard Condition Monitoring

Railway

China
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Train Supervision & Information System

• Country:
– Taiwan

• Operator:
– Taipei Metro

• Challenge:
– Combined PIS and 

monitoring system

– Limited installation 
space

– IP based train 
communication 
network

ioPAC 8020-C Series
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Train Supervision Information System

Side Door LED Display Train Destination Display 

Installation – Under Passenger Seat
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Compliance
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Focus
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Focus
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IEC 62443-4-1

9
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IEC 62443-4-1
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PM+RD

PM

RD

SQA

PSC



Confidential12



Confidential13



Confidential

• Threat modeling(Threat Analysis)

– Integrate with Jira

• Vulnerability scan(Code Analysis)

– SAST

– SCA

– DAST

• Vulnerability management

IEC 62443-4-1 activity

14
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• SAST
– Coverity

• CERT Report

• CWE Report

• SCA
– BlackDuck

• CVE Report

• FOSS BOM & FOSS Statement

• SBOM

Vulnerability Scan

15
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• DAST

– Defensics

• Fuzzy testing

– Nessus

• Vulnerability assessment

– Acuentix

• Web security testing

Vulnerability Scan

16
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SSDLC

Secure Software Development Life Cycle
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Issue tracking

Knowledge base

Jira

Confluence

SSO

Source Code 
Management

Gitlab.com

SSO

&

ISO-27001

Control

Auto-Scaling 

CI Runner(aws)

SAST(Coverity)

Build System

Artifacts System

(scm)

SCA(BlackDuck)

Valgrind

Continuous 
Testing

Security 
Testing

DAST

       Defencis 

       Nessus  

       Acunetix

Auto Test

Quality 
Dashboard

Jira
Dashboard

Test report 
server

Plan Code CI Test Monitor

SSDLC
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DevOps
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• DevOps = Develop + Operation

• DevOps 是將開發與維運團隊所負責的工作產出進行無縫整合，以更快速更有效
率的方式交付系統

• DevOps 開發維運的實務做法可促進開發團隊 (Dev) 與 IT 營運團隊 (Ops) 的合
作夥伴之間更順暢、持續的溝通、協同作業、整合、可視化

DevOps
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• 「Dev」與「Ops」之間的這種密切關係貫
穿了開發維運生命週期SDLC的每個階段

• 這種關係推動了進一步改善、開發、測試
及部署的持續客戶回饋循環

• 這些努力的結果之一可能是更快速地持續
發佈必要的功能變更或新增項目

• 建立從開發到運維之間的快速流動，讓客
戶的價值可以被快速交付

DevOps
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IT ISMS ISO27001 企業資安

SRE Team

(DevSecOps)

PSC IEC62443-4-1/4-2 產品資安

22
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IT ISMS ISO27001 企業資安

Security Infra Management

PSC IEC62443-4-1/4-2 產品資安

23
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IT ISMS ISO27001 企業資安

Security Infra Management

PSC IEC62443-4-1/4-2 產品資安

Quality

Dashboard

Gitlab.com

SSO

VPC

Secure

Architecture

Gitlab

Gap 

Analysis

Gitlab.com

SSO Go Live

Gitlab User

Guideline
Gitlab.com

HouseKeeping

SRE/IT Infra 

Interlock

SAST

Coverity

GitOps

IaC

DNS 

forwarding

DAST

DNA
Artifacts

Mirror Server
Auto-scaling 

runner

SCA
BlackDuck

Security 

Scan 

Notification

24
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GOAL
WORK WITH IT(ISO 27001) & PSC(IEC-

62443) TO LET PRODUCT TEAM EASY TO 

ADOPT DEVSECOPS APPROACH TO 

MAKE SECURITY LANDING IN MOXA

“

25
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DevOps Practices

實務案例分享
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免安裝 & 解決 License 限制

After (Max 100 job, Unlimited)Before (Max 3 job)

Runner Container
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加速 CI 散佈到團隊，更合身

• Before • After

導入 CI Pipeline

客製 Team CI Template

提供 Base CI Template

學習 Scan tool SOP

安裝工具

導入 CI Pipeline

學習 Scan tool SOP

安裝工具

SRE

Team Contact

RD

RD



Confidential

Based on a True Story
(以IO Controller專案為例)
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IEC 62443-4-1

30
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Engineer A: 
DFD畫完列出來我們有596個threat要做分析

Engineer B: 
我們剛剛花了1小時才完成2個threat的分析

Engineer C: 
那假設我們一周花1.5天在review threat的話
我們大概要花6個月才能做完所有threat modeling分析
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PM

What…
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用excel很難記錄討論過程

會議日期 完成項目 會議時間(hr) 每小時完成項目

9/13 3 1.5 2.00 

9/14 9 2 4.50 

9/20 7 1.5 4.67 

9/27 15 1.5 10.00 

9/29 14 1.5 9.33 

10/4 21 2 10.50 

10/12 11 1 11.00 

10/14 13 1 13.00 

就算去掉一開始不熟悉
上手後平均1小時9條
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SSDLC起手式就是threat modeling

大家都想認真一條條threat review好
但這樣run下去不行啊…
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Product Team 提案

35
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After discussed with SRE…
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Offline discussion to reduce the time in meetings

template for rating & automatic counting the threat value
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清楚呈現各分項Threat分析結果
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建立出一套完整的
Threat Modeling
review working flow
讓PM & SW & PSC
三方合作順利
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會議日期 完成項目 會議時間(hr) 每小時完成項目

9/13 3 1.5 2.00 

9/14 9 2 4.50 

9/20 7 1.5 4.67 

9/27 15 1.5 10.00 

9/29 14 1.5 9.33 

10/4 21 2 10.50 

10/12 11 1 11.00 

10/14 13 1 13.00 

10/18 18 1 18.00 

10/21 17 1 17.00 

10/25 28 1.5 18.67 

10/27 37 1 37.00 

11/1 31 1 31.00 

11/3 12 1 12.00 

11/8 23 1.5 15.33 

11/10 29 1 29.00 

11/15 32 1 32.00 

平均 1小時完成 24條threat分析
Total 時程預期可在3個月內完成

2.6X
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Summary
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DevOps 開發維運會推動企業創新和持續的流程改善
DevOps 開發維運的實務做法鼓勵將商業價值更快、更妥善且更安全地交付給組織的終端客戶
這項價值的形式可能是更頻繁的產品發佈、功能或更新。 其中可能涉及客戶能取得產品發佈或新功能的速度，而且全部都必須達
到適當程度的品質和安全性
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