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SRE/DevOps




Tj Tal
Team Lead, SW

Tj. Tai@moxa.com
https://www.linkedin.com/in/tj-tai/

2013 years 10+ years

Joined Moxa Developer Experience Industry Experience

Experience

* SRE Team Lead at Moxa

« DevOps/Site Reliability Engineer at Moxa
* lloT Product Software Developer at Moxa
* DevOps Taiwan Meetup Speaker

*  AgileCommunity.tw Speaker

Education
* National Sun Yat-Sen University, Master of Department of
Computer Science and Engineering
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Railway

Onboard Condition Monitoring

China

Super
: capacitor !
H (900V, 9500F)

Charging P

system

Charging
Pile

+ i0PAC 8500 monitor the on/off and
power level of super capacitor

+ Super capacitor provide the power to
traction system when running.

+ Super capacitor switch to charging
system when arriving the station

+ Battery provide the power for onboard
PIS, light HVAC system

E
E
E
H
p_— F- Traction
system

I O signa|
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MOXA Products

* ioPAC 8500

Background & Requirements

* ¢ O o o

* & 6 o o

Small tram will limit space and wright constraint
Need 0-50mA analog input

Short installation period

IEC 61131-3 programming is required

Railway certificated

Why Moxa?

Compact 5 slot design with light weight
Fast customization for 0-50mA analog input
Support IEC 61131-3 programming
Railway EN 50155 compliance
Anti-vibration design

MOXAN



Train Supervision & Information System

 Country:
— Taiwan

 Operator: e '
— Taipei Metro ioPAC 8020-C Series
« Challenge:

— Combined PIS and
monitoring system

— Limited installation

space

— IP based train
communication e
network hsnorss

Confidential



Train Supervision Information System

Installation — Under Passenger Seat

Confidential
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Compliance



Focus

SO 27001 NIST CSF NIST SP800-82

X " Security of
LZ?J:T;W NIST Eﬂ:;:;l Industrial
Cybersecurity Automation
;na::iiment Framework Eggﬁrgégﬁttems and Control
ys y Systems
International North American  North American  International
IT Focus OT Focus
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Focus

Management of Risk

Confidential

Functional Safety

IEC 61508



IEC 62443-4-1

Operates (IEC 62443-2-1,

IEC 62443-2-4)

Integrates (IEC 62443-2-4,

Industrial automation and control system (IACS)

Operational and maintenance
capabilities (policies and procedures)

1EC 62443-3-2)

| Configured for intended environment

+
Automation Solution (IEC 62443-3-3) |
7 Complementary
Subsystem 1 Subsystem2 hagm':nd
‘components

Includes a configured instance ] of the Product

Product (IEC 62443-4-2)
‘ system, subsystem, or component such as
Develops (EC62443-41) || o . . Embedded || Network | Host | |
‘ ‘ : PP devices  components  devices ‘
J Independent of the intended environment L ' |
Confidential
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IEC 62443-4-1

10

Secure Penetration .
. Hardening
Design (Practice 8)
(Practice 3) (Practice 5)

Initialization Analysis Operation

Ly

v
Threat

Analysis
(Practice 2)

""._ LN

Code
Analysis
(Practice 4)

Secure

Operation
(Practice 8)

Scope of Paper

Improvement & Maintenance

Update
Management
(Practice 6 & 7)

Decommissioning

Confidential
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The IEC 62443-4-1 Process ( 1 of 2)
(=P

Start Secure Product Product Implement \ N fsor I
development  development development  secure praduct Product Securty ] | continuous
process process is not process development Eoodciaia oo™ | [improvement
cannot  established or inmafure is mature life-cycle poceas [85M-527) activities
initiate (§SM-e1) (§5M-e3) (§5M-ea) {§sm-a) 55M-a3)
(55M-22). ~ 1]
Practice 1 o :
Security Management -
and document (SM]
AN Py
= iy - " Secure development
life cycle continuously
improved Security-related /7
™ (§5M-e17) Issues A
= detected
jee Priorto  Release Priorto  Release (§5M-e6)
@342 | product product  One vear Handieissue within ool Upgate
standard | © release  (SM-e9) after development release  (§5M-el4) i S
(55R-a3) (§5M-08) release (§SM-e13} Product—
1 (§5M-e10) Security
N Context Securit 1
Soltiont : security-level = Rl ety fretens
ST - _
Security | S (§5R-ad] (§5M-2a)
esn.a2) | \
Practice 2
Security Requirements Specification
(SR) |
| J Threat o o
Model
i (55R-a6) \
I Industry \ Security
I accepted 1 | Requirements B
| secure design (ssk-a
H best practices il
1 ety Practice 3
I :
pecccceeeee > Secure Design .
! (sD) H
| Selected =
1 ~ secure
! design best Secure™ |
: practices design
H ~ (850-a2) (550-a3)
: Practice 4
. o Secure Implementation
i (sl)
| .
1 | [+ :
1 . J -
1
da— Software
I Requir Secure
1 level of P coding product
| [imdependence SEanderds (§51-a2)
ters | 1 -
: (85wv-a1) . (851-a1)
| Practice 5
: Secure Verification and validation testing
(SVV)
Security
Trdusiny testing
public source of (55vv-03)
known
wulnerabilit .
az] Practice 8 )
Security Guidelines .
(sG) securivy |
<3 guidelines Prior to
155G-a1)

SMto
Practice 7
SUM

SMto

\product
'Release
(§SM-e8)

>
o ) practice 6
= DM

PSC

PM

PM+RD

RD

SQA
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|
IEC

Priorto  Release Prior to

. o Release (§5M-e6)
£2443-4-2 product  Product One year Handle issue within update Update
Standard release  (§SM-e9) after development release  (§5M-el4d) [
[§SR-a3) (§5M-28) release life-cycle (§5M-e13) Praduc y
(§5M-e7*) Security
S — |
“ s o Context Security’
] : 1ACS target (i ) (1 )) N R """"‘::.:. ¢ '“'e“d_fd (55R-a5) -related
Solutions 1. [ | security-level p— f— T~k Gpam:..:rsf:cu" Y Issues
Security : SLT i (§SR-ad) (§5M1-a4)
Specifications | ¢ (&5R-a1)
(§5R-a2) 'l \l(- B
Practice 2 i
Security Requirements Specification — |......... SRR BB
(SR) ‘ N :
. J Threat v
Y] Model [ :
: (§5R-a6) \ :
Industry Security
accepted B -7 | Reguirements """ r
secure design | s T o mmmmmmmm st (&5R-aT) :
best practices | s ™ |H :
fest-at}) | .y Practice 3 -
__________ & Secure Design
(SD) - :
I :
| Selected ’
~ secure | :
design best Secure
practices design
, r (§5D-a2) (850-a3) :
Practice 4 S ereeperepeperepeperep= SRR O
jmm——————— - Secure Implementation
(sl)
L A e
Required— | -y Software
lewel of SE;%"e product
Independence cocing (551-a2)
of testers s ™~ Standards
[§5VV-al) ) (§51-a1)
Practice 5
Secure Verification and validation testing
(5vV) \
p. Security
Industry- - testing
recognized documentation
public source of - [&SWw-a3)
known
Inerabilities .
* (Bswveaz) Practice 8
LN TR L N [ [V N
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AN

=/

SM to
Practice 2 SR

Practice 2 Security Requirements Specification (SR)

SR-1 Product security context

Ha ndle issue w-!hirl

life-cycle
(55M-27*)

E ...... L,

1ACS target
security-level SL-T
(§5R-al)

AN

Solution’s
Security
Specifications

(§5R-22)

Pravided by
the Asset
Owner

Product’s intended
capability security
level SL-C
(5R-a4)

Threat

Model
(55R-26)

Security

Analyz‘e EEeutyin Document the product
product’s deployment
............. gkt security context
(§5R-1) (552}

= Location In network

* Physical or
cybersecurity

* Isolation

= Patential Impact

Product!
Security
Context
(§SR-as)

SR-2 Threat model

r N

Perform threat modeling Re‘"e"" completeness

= Securlly related

: =3
analysis to the product | 29 comprehension of /AI. Issues
(§5R-13) threat models \\ Y detected
(§5R-14) = (65M-e8)
p . J . J

Security-related

= Information flow
* Trust boundaries f 7\

issue

+ Attack vectors (§5R-a8)

= Threats severity Update threat model

» Mitigations (§5R-15)

= Others

9
g
One year
. " after release

SR-4 Product security SR-3 Product security 155M-e10)
requirements content requirements

Document the scope UPINRFI TN A | Identify security

and boundaries of the

requirements based on
capability security level

companent
(§SR-t6)
.~

F —

Document the required Do ' "
capability security level cumgn security
requirements
(SL-C) of the product (55R-19)
H L (§5R-t7)

|

.

(55R-a7) l

SR-5 Security requirements review

(ssRtg) o oo

IEC \

62443-4-2

Standard
(§5R-a3)

~ .
Review security requirements’ &
+ Architects/ clarity liciy, skgnmene i Update security
developers threat modela and verifiability requirements
» Testers (55R-t10) {55R-t11)
 Customer advocate y
® Security advisor
Requirement
unclear, unvalid, Approve security
unaligned or requirements
unverifiable? (85R112)
(§5R-g1)
g /

Practice 3
sD
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IEC 62443-4-1 activity

 Threat modeling(Threat Analysis)
— Integrate with Jira

* Vulnerability scan(Code Analysis)
— SAST
— SCA
— DAST

* Vulnerability management

“ Confidential MOXNA



Vulnerability Scan

« SAST

— Coverity
« CERT Report
« CWE Report

« SCA

— BlackDuck
 CVE Report
« FOSS BOM & FOSS Statement
« SBOM

15 Confidential MOX/N\



Vulnerability Scan

« DAST

— Defensics

* Fuzzy testing
— Nessus

* Vulnerability assessment
— Acuentix

« Web security testing

16 Confidential MOX/N\



SSDLC

Secure Software Development Life Cycle

Confidential MOXN\



Issue tracking

Knowledge base

Jira
Confluence
SSO

Code

Source Code
Management

Gitlab.com
SSO
&
1SO-27001

Control

Cl

Auto-Scaling

Cl Runner(aws)

SAST(Coverity)

Build System

Artifacts System

(scm)

SCA(BlackDuck)

Valgrind

Confidential

Test

Continuous

Testing

Security
Testing

DAST

Defencis
NESYIS

Acunetix

Auto Test

Monitor

Quality
Dashboard

Jira
Dashboard

Test report
server




DevOps




DevOps

DevOps = Develop + Operation

DevOps &AM ERGMEEN LIFELE 25 BEREEEY
ROA R RR

DevOps F A EN B EUA e EM B (Dev) & IT 28 EFX (Ops) UG
ERHZEEIRY - 5EER - BREIIFFE - 5 - T%ﬁﬂ:

Confidential MOXAN\



DevOps

"Dev, 2 "Ops, YEIMBEEBLIRGE  Busines) (Customen)
% 7 B 5 4 1B 7 JB HASDLCHO S IR £5

Dev —) Ops
SRR T — S - PR
REVE S EE SOl EE el
L 4 SR Y — B AR BRI 1 Dev .. —y Op:
S B A 2 S L 2B B
EIURRIIEE MO RETE ( Ww
SR EBa] g RE S ) Ops

Confidential MOXAN



PSC IEC62443-4-1/4-2 EMmEZR

SRE Team
(DevSecOps)

IT ISMS 1SO27001 tXE&EZ

Confidential



PSC IEC62443-4-1/4-2 EMmEZR

Security Management

IT ISMS 1SO27001 tXE&EZ

Confidential



PSC IEC62443-4-1/4-2 =

Quality
Dashboard

SAST
Coverity

SCA

BlackDuck

Security

[

Gitlab.com
SSO

J(

VPC
Secure
Architecture

)

Gitlab
Gap
Analysis

J

Security
Scan
Notification

)

Artifacts
Mirror Server

Auto-scaling
runner

Infra

[

DNS
forwarding

)

GitOps
laC

]

IT ISMS ISO27001 13

Confidential

Gitlab User
Guideline

Gitlab.com
HouseKeeping

Management

Gitlab.com
SSO Go Live

SRE/IT Infra
Interlock

=2

=

2
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GOAL

WORK WITH IT(ISO 27001) & PSC(IEC-
62443) TO LET PRODUCT TEAM EASY TO
ADOPT DEVSECOPS APPROACH TO
MAKE SECURITY LANDING IN MOXA

Confidential



DevOps Practices

BEERMDE
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R & BF R License PRI

Before (Max 3 job)

Wait In Use Analyze & Commit

o -

User
Server
----- 00 BB
User User User
Server
User

Server

27

License

CA

License

CA

License

CA

After (Max 100 job, Unlimited)

lllll

Ty

IIIII

Gitlab Runner Manager

In Use Analyze & Commit
&~ O~
User spot"é'u'nner Runner Container <
8
x 100 : x 100

Confidential MOX/N\



NiZE c BB - BE5

° Befo re e After

ZxRTH

ZEIH

Ei3 Scan tool SOP

Ei32 Scan tool SOP

/>

B A Cl Pipeline RD 12 f# Base Cl Template

£ & Team Cl Template ?{%

Team Contact

B A Cl Pipeline

/>

Confidential MOX/N\



Based on a True Story
(IO Controller BEZEA61)

-




IEC 62443-4-1

30

Secure Penetration .
. Hardening
Design (Practice 8)
(Practice 3) (Practice 5)

Initialization Analysis Operation

Ly

v
Threat

Analysis
(Practice 2)

""._ LN

Code
Analysis
(Practice 4)

Secure

Operation
(Practice 8)

Scope of Paper

Improvement & Maintenance

Update
Management
(Practice 6 & 7)

Decommissioning

Confidential
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g ._.g‘.|--‘
Englneer A:

DFD=5E5I 3R B (M B 596 B threatE 1 73 1

L-; Sk - el
ineer B:
SR A ST LN SEa ety A1 P,

view threatf45E
SEhiAthreat modelmgﬁ*ﬁ







g@RHM | ERUEE | g@RiEG) | BNSSERHEE
9/13 3 1.5 2.00
9/14 9 2 4.50
9/20 7 1.5 4.67
9/27 15 1.5 10.00
9/29 14 1.5 9.33
10/4 21 2 10.50
10712 11 1 11.00
10/14 13 1 13.00

i)

MBE AR —FHRARE

FFE

351/ BP9 1%
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I
'%lill

m

L
I

Ep—————

SSDLC#E?‘CET,—Ethreat modellng

AZX PR E—{F{Fthreat reviewlf %

15;:*1[‘

e e e ———— . - ——

—_——

un‘F£7F 'IIIIU




Product Team &3

Impcw"(, to JIRA
ond gen issues

automaiteally
/

Discussion on JIRA

Export To .cs\

Result: No need mitigation, Mitigation required

Confidential MOX/N\






template for rating & automatic counting the threat value

<

Projects / [@ I0PAC-6500 / 16-850 / 16-1257

401-InformationDisclosure-HARTIPRequrest-Data Flow Sniffing

@ Attach

General Impact (D+A)

Reproducibility
Exploitability

Discoverability

Create subtask

R: (1) LANFI , Control roomm&

@ Link issue

Likelihood (R+E+DI)

v

[+] add checklist

E: (1) LANFY , Wireshark2AZ =T ARRHTHHHARTHIAE = (cmd, addr, data%4i{i1) , 253 commandZproprietaryE &

DI: (1) BHESProtocol , EMEHiproprietary FE% , EifitagEs

Interaction

Activity

Offline discussion to reduce the time in meetings

HARTIPRequrest

MarcusCW Liang last week

@Jared Wu @BinhanBH Sun @MarcusCW Liang

D: (3) HART IP fR7E ;8 Bencryption , FIAEERIREIE

A (3) B IACS EELETNAE (REPLC/IOZRE)

R: (1) LANFY , Control roompy

E: (1) LANPY , Wireshark2 £ =] LA B4 tHHARTHI#8 2t (cmd, addr, dataZiM{i) , #%command#proprietary £

DI: (1) BB#SProtocol , WE#Rifproprietary E3% , BifftagiE s

Edit - Delete -

@

@ MarcusCW Liang  November 21, 2022, 3:00 PM

& @LeifyC Ma 55t , Wireshark2 SEFTBARRIR HHARTHI#E 35 (cmd, addr, dataZ5HlfiD) , (B hHART cmd & & & HARTEE i command 1 B MoxaE$ 2 command.

AEREERETag

Details

Assignee

Collaborator

@ BinhanBH Sun

Assign to me

None

@ MarcusCW Liang

ent s Create branch
# Create commit ~
Releases + Add feature flag v
Labels HARTIPRequrest
InformationDisclosure
TM-NORTH
Components None
Risk 18
Impact 6
1 3
Result No need
THRT-MODEL-INFORMATL..
Priority #  Highest
Automation ? Rule executions
Quantify WIP Aging 6 DAYS
More fields Original estimate, Time tracking, Fix

Create
Updated la
Resolved

ober 11, 2022, 2:01 PM

£ configure



[ioPAC-6500] TM-information disclosure ssvea:  Dewils

i

AC-6500 v

Threatv  Status: All v Assignee: All v+ More | Contain:

Label: InformationDisclosure »

1-50 of 67 =

T

Key

6-869

6-870

6-880

6-885

Threat Modeling ID Summary

13

14

24

20

013-InformationDisclosure-NorthboundEthOUT-Weak Credential
Transit

014-Informaticn Disclosure-NorthboundEthOUT-Data Flow Sniffing

024-InformationDisclosure-SouthboundEthIN-Weak Access Control

for a Resource

Transit

38

Damage Affected Scope Reproducibility Exploitability Discoverability Risk Mitigation Result Discussion summary

0 0 0
0 0 1
0 0 0

B E ==

0

Z

-

0

7

Assignee
0  Noneed Not applicable, no credential would be sent/receive in clear-text. BinhanBH
Sun
D: (0)
A:(0)
R:(0)
0)
DI: {0)
0 Noneed For ICMP, LLDP or ARP, these protecol are transmitted in clear-text but they are BinhanBH
nat confidential data. Sun
D: (0)
A 00)
R: (1) LAN Llsniffing
0  Noneed Not applicable, no information are stored in the unmanaged switch. BinhanBH
Sun
D: (0)
A (0)

AThreat4

Confidential

Status

DONE

DONE

DONE

L§ m B o Share M Export

Columns v

Labels

InformationDisclosure — e
NorthboundEthOUT —%-| | TM-PHYSICAL <

InformationDisclosure ¥
NorthboundEthOUT & | | TM-PHYSICAL &

InformationDisclosure &
SouthboundEthIN & | | TM-PHYSICAL &

nDisclosure —5
ndEthOUT | | TM-PHYSICAL <




Bo\cklo‘jf

I —ESTERY
Threat Modeling
review working flow

ZPM & SW & PSC
= HE1EIER] S
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HHY | EPUEE | 8KEG0 | S/NEERTEE
9/13 3 1.5 2.00
9/14 9 2 4.50
9/20 7 1.5 467
9/27 15 1.5 10.00
9/29 14 1.5 9.33
10/4 21 2 10.50
10/12 11 1 11.00
10/14 13 1 13.00
10/18 18 fD G’X 18.00
10121 17 A 17.00
10/25 28 1.5 18.67
10/27 37 1 37.00
11/1 31 1 31.00
11/3 12 1 12.00
11/8 23 1.5 15.33
11/10 29 1 29.00
11/15 32 1 32.00

40

Y

2358 T/\E5E A 241&threat 2 4T

Total IS 2R HA ol £ 3@ H A 5T A%
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Summary




Owner

4 L, . @,.
' A
- =

L

S {
Software Operations
Developer Engineer

DevOps FE#EEZ B EXBIFMANSENRIENS

DevOps S ENERLEZNEREEEBEER EXE=HEFLZTMIMAHEBNELIREF
EIEEENFACEEESEBRENEMRE M « IEEEHN - EP oS REFREEISERBMEMINEENRE - MEEEENEE
NBERENMEMNZ M
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- C — Culture
A — Automation

KEEP L—Lean
C%EAS M — Measurement
DEVOPS S — Sharing

Confidential MOX/AN\



Culture
Automation
Lean
Measurement

Sharing

» Focus on People
« Embrace Change & experimentation

« “Continuous Delivery”
e “Infrastructure as Code”

» Focus on producing value for the end-user
« Small batch sizes

» Measure everything
« Show the improvement

e Open information sharing
« Collaboration & Communication

Confidential MOXU/N\



Thank You

MOXAN

Reliable Networks a Sincere Service

© Moxa Inc. All rights reserved.
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