Homework 5b:
Samba




Network-based File Sharing (1)
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 NFS (UNIX-based)

* mountd is responsible for mount request
« nfsd and nfsiod

d CIFS (Microsoft) Applikation
e Common Internet File System

.

SB

MNelBIOS

NetBEU| TCF/IP ‘ IPR/SPX

NDIS 2, 3,31, 4, 5)Interface

Karten-Treiber [(MALC)

MNet zwerk-l1<arte




Network-based File Sharing (2)
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1 Difference between local filesystem and network filesystem
when accessing

« NetBIOS (API)

» Used to share or access network-based filesystem just as BIOS does in
local filesystem
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Network-based File Sharing (3)

» NetBEUI (transport protocol)
» Transfer NetBIOS commands across network
» Each host can claim a name not used in network
— NetBIOS Name Server or not
Hame Regiskabion wilhout a etBIQS Mame Sesver

! wish fo register hydra...
g
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Na, I've alreadly registerad It.

" Hame Beselwiion without  BelBIOS Name:Sever

Wi is registered as phoenix?
it
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1 am. My address is 192. 168.220.102.
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Network-based File Sharing (4)

" Name Registration with a NetBIOS Name Server
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I wish Io ragister hydra...
: NetBIOS
= l | Mame
. R Server
No, someone has already registersd it
;" Name Resolution with a NetBIOS Name Server
: Who is registarad as phoanix?
| NetBIOS
Name
N Server

That name curently befongs fo 182.168.220. 102,
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UNIX-Windows communication

d SAMBA
* A UNIX application that speak SMB protocol
» Designed by Andrew Tridgwell, in 1991
» Original Name: Server Message Block (SMB)

Applikation

smB

NetBIOS

NetBEUI| TCP/AP IPR/SPX
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What SAMBA can do?

1 Sharing

» Sharing files or printers just like Microsoft does
» Authenticate user identity just like Microsoft does
* Resolve NetBIOS name just like Microsoft does
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Install SAMBA

4 Using ports
* 9% cd /usr/ports/net/samba
* 9% make; make install; make clean

DA With LDAP support
DS

UPS

[NBIND
CL_SUPPORT
AM_ SUPPORT
YSLOG
HOTAS

TP

SDES

AM_ SMBPASS
LUSTER

XP _MODULES
(JPT
AX_DEBUG
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SAMBA components

A Configuration files
e [usr/local/etc/smb.conf.default = /usr/local/etc/smb.conf

= /usr/local/etc/Imhosts

1 Major execution files

e smbd (/usr/local/sbin/smbd)

» Management of sharing directories, files and printers
< nmbd (/usr/local/sbin/nmbd)

» Resolve NetBIOS name and manage workgroup

» smbpasswd (/usr/local/bin/smbpasswd)
» Change a user’s SMB password



SAMBA configuration file
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O smb.conf % ComE e
* Three sections [ 1
paral = valuel
» Global Setting
» Printer Sharing Setting [ ]
> Home Sharing Setting paraz = value2

[ ]

para3 = value3

[share-dir]
para4 = value4d




SAMBA configuration file —
Global Setting (1)

O Global Configuration

» workgroup
» Group name to join
» Ex: workgroup = chwong
e server string
» Description of this host
» EX: server string = Samba Server of SA Course
* netbhios name
» NetBIOS name of this host
» EX: netbios name = sabsd
o Charset Settings

» “display charset”, “unix charset”, “dos charset”
» Ex:
display charset = CP950
unix charset = CP950
dos charset = CP950
» hosts allow
» Apply to all services, regardless or individual service setting;
» EXx: hosts allow =140.113.235. , 140.113.




SAMBA configuration file —
Global Setting (2)

guest ok (or public = yes)
» If this is yes, no password is required
» Ex: guest ok = no

guest account

» If guest can use this samba service, any guest request will map to this
guest account

» EX: guest account = ftp
log file

» Full path of log file

» Ex: log file = /var/log/samba/log.%m
max log size (KB)

» Ex: max log size = 500
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SAMBA configuration file —
Global Setting (3)

 security = [share/user/server/domain]
» share: no need of id and password to login
» user: default option, login with id and password
» server: check id and password by another server
» domain: check id and password by domain controller

» EX:

— security = user
— passdb backend = tdbsam
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SAMBA configuration file —
Global Setting (4)

L Example of global setting

[global]
workgroup
server string
netbios name
display charset
unix charset
dos charset

printcap name
load printers
printing

log file

max log size
security

passdb backend

chwong
sabsd samba server
sabsd
CP950

= CP950

= CP950
/etc/printcap
yes
cups

= /var/log/samba/log.2%om
500




Samba parameters

O Default parameters in samba
e %m
» Client NetBIOS name
e %M
» Client Hostname
e %l
» Client IP
e %L
» Samba server NetBIOS name
e 0h
» Samba server Hostname
e %H
» User home directory
e %U
» Login name
e %T
» Current Date time
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SAMBA configuration file —
Home Sharing Setting (1)

O Home sharing setting
e comment
» Description of this directory
path
» Sharing directory path
* browseable
» Display sharing name or not
» read only, writeable
o write list
» Only users on this can write content if read only
 create mode / create mask
» Default permission when file is created
» directory mode / directory mask
» Default permission when directory is created
» guest ok (or public = yes)



SAMBA configuration file —
Home Sharing Setting (2)

L Example of home sharing

[Image]
comment
path

= Book Picture
/home/image
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read only = no

public = yes

writable = yes

create mode = 0664

directory mode = 0775
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Starting SAMBA

O Script

 /usr/local/etc/rc.d/samba.sh {start|stop}
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SAMBA password

1 smb password file

» Now samba stores accounts and passwords in tdb
» Default database path: /var/db/samba

1 smbpasswd command
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e -a

» Add new user
o -d

» Let some account in smbpasswd file can not login (to disable)
* -¢

» Let some disable account resume (to enable)



Tool: smbclient (1)

U A client program that can talk to an SMB server
O Usage:

o -L [hostname]
» List sharable resource

o -U [username]
» Login with username
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Tool: smbclient (2)

sabsd [/home/chwong] -chwong- smbclient -L sabsd -U chwong
Password:

Domain=[SABSD] OS=[Unix] Server=[Samba 3.0.23c]
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Sharename Type Comment

Disk Book Picture
IPC$ IPC IPC Service (sabsd)

ADMINS$ IPC IPC Service (sabsd)
Domain=[SABSD] OS=[Unix] Server=[Samba 3.0.23c]

Server Comment

Workgroup Master
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SWAT (1)

O Edit /etc/inetd.conf
e Unmark

U Restart inetd
O Browse http://sabsd.cs.nctu.edu.tw:901/

nowait/400

swat stream tcp

root /usr/local/sbin/swat swat

y

Logged in as chwong
|
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HOME ETATUE VIEW

Welcome to SWAT!
Please choose a configuration action using one of the abowe buttons
Samba Do cumentation

+ Daemons
o smbd - the SMB dacmon
o nmbd - the HetBIOS nameserver
o winbindd - the winbind dacmon
« Configuration Files
o stmb.conf - the main =amba configuration file
o lmbosts - WetBIOS hosts file
o smbpasswd - FMME password file
s Administrative Utilities
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SWAT (2)

J Root access

!,f_?j_m»

sle|lBlalale)e]=
WAZARD PASSWORD

HOME GLOBALS ES PRINTERS STATUS WIEW

Welcome to SWAT!
Please choose a configuration action using one of the above buttons

Samba Documentation

= Daemons
= smbd - the SMB daemon
= nmbd - the NetBIOS nameserver
= winbindd - the winbind daesmon
= Configuration Files
o smb.conf - the main Samba configuration file
o Imhosts - NetBlOS hosts file
= smbpasswd - SMB password file
+ Administrative Utilities
o smbcontrol - send control messages to Samba daemons
o smhpasswd - managing SMB passwords
o SWAT - web configuration tool
o net - tool for administration of Samba and remote CIFS servers
o pdbedit - Samba user account management tool
= tdbbackup - Tool for backing up TDB databases
» Client Tools
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