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RAID

ÇRedundant Array of Independent Disks

ÇA group of drives glue into one
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Common RAID types

ÇJBOD

ÇRAID 0

ÇRAID 1

ÇRAID 5

ÇRAID 6

ÇRAID 10

ÇRAID 50

ÇRAID 60
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JBOD (Just a Bunch Of Disks)

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID
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RAID 0 (Stripe)

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID
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RAID 0 (Stripe)

ÇStriping data onto multiple devices

Ç Increase write/read speed

ÇData corrupt if ANY of the device fails
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RAID 1 (Mirror)

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID


C
o

m
p

u
te

r C
e

n
te

r, C
S

, N
C

T
U

8

RAID 1 (Mirror)

ÇDevices contain identical data

Ç100% redundancy

ÇFaster read (but might be slower write)
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RAID 5

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID
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RAID 5

ÇSlower than RAID 0 / RAID 1

ÇHigher CPU usage
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RAID 6

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID
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RAID 6

ÇSlower than RAID 5

ÇUse two different correcting algorithms

ÇUsually implemented via hardware
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RAID 10

ÇRAID 1+0

https://zh.wikipedia.org/zh-tw/RAID

https://zh.wikipedia.org/zh-tw/RAID
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RAID 50?

https://www.icc-usa.com/wp-content/themes/icc_solutions/images/raid-calculator/raid-50.png

https://www.icc-usa.com/wp-content/themes/icc_solutions/images/raid-calculator/raid-50.png


C
o

m
p

u
te

r C
e

n
te

r, C
S

, N
C

T
U

15

RAID 60?

https://www.icc-usa.com/wp-content/themes/icc_solutions/images/raid-calculator/raid-60.png

https://www.icc-usa.com/wp-content/themes/icc_solutions/images/raid-calculator/raid-60.png
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Issues of RAID

Çhttps://en.wikipedia.org/wiki/RAID#Weaknesses

ÅCorrelated failures

üUse different batches of drivers!

ÅUnrecoverable read errors during rebuild

ÅIncreasing rebuild time and failure probability

ÅAtomicity: including parity inconsistency due to system crashes

ÅWrite-cache reliability

ÇKnow the limitations and make decision for your scenario

https://en.wikipedia.org/wiki/RAID#Weaknesses
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Software Implementations

ÇLinux ïmdadm

ÇFreeBSD ïGEOM classes



Here comes ZFS
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Why ZFS?

ÇFilesystem is always consistent

ÅNever overwrite an existing block (transactional Copy-on-Write)

ÅState atomically advance at checkpoints

ÅMetadata redundancy and data checksums

ÇSnapshots (ro) and clones (rw) are cheap and plentiful

ÇFlexible configuration

ÅStripe, mirror, single/double/triple parity RAIDZ

ÇFast remote replication and backups

ÇScalable (the first 128 bit filesystem)

ÇSSD and memory friendly

ÇEasy administration (2 commands: zpool& zfs) 

https://www.bsdcan.org/2015/schedule/events/525.en.html
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ÇDisks

ÇControllers

ÇCables

ÇFirmware

ÇDevice drivers

ÇNon-ECC memory

End-to-end data integrity
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ÇChecksums are stored with the 

data blocks

ÇAny self-consistent block will 

have a correct checksum

ÇCanôt even detect stray writes

Ç Inherently limited to single 

filesystems or volumes

V Bit rot

Ṏ Phantom writes

Ṏ Misdirected reads and writes

Ṏ DMA parity errors

Ṏ Driver bugs

Ṏ Accidental overwrite

Disk block checksums

Disk block checksums only 

validate media
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ÇChecksums are stored in parent 

block pointers

ÇFault isolation between data and 

checksum

ÇEntire storage pool is a self-

validating Merkle tree V Bit rot

V Phantom writes

V Misdirected reads and writes

V DMA parity errors

V Driver bugs

V Accidental overwrite

ZFS data authentication

ZFS data authentication validates 

entire I/O path
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ÇSingle partition or volume per 

filesystem

ÇEach filesystem has limited I/O 

bandwidth

ÇFilesystems must be manually 

resized

ÇStorage is fragmented

Traditional storage architecture
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ÇNo partitions required

ÇStorage pool grows 

automatically

ÇAll I/O bandwidth is always 

available

ÇAll storage in the pool is shared

ZFS pooled storage
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Copy-on-write transactions
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Only two commands:

1. Storage pools: zpool

ÅAdd and replace disks

ÅResize pools

2. Filesystems: zfs

ÅQuotas, reservations, etc.

ÅCompression and deduplication

ÅSnapshots and clones

Åatime, readonly, etc.

Simple administration



Storage Pools
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ZFS Pools

ÇZFS is not just a filesystem

ÇZFS = filesystem + volume manager

ÇWorks out of the box

ÇñZòuperñzòimpleto create

ÇControlled with single command

Åzpool
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ZFS Pools Components

ÇPool is create from ñVirtual Devicesò (vdevs)

Çdisk: A real disk (typically under /dev)

Ç file: A file

Çmirror : Two or more disks mirrored together 

Ç raidz1/2/3: Three or more disks in RAID5/6*

Çspare: A spare drive 

Ç log: A write log device (ZIL SLOG; typically SSD) 

Çcache: A read cache device (L2ARC; typically SSD)
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RAID in ZFS

ÇDynamicStripe: Intelligent RAID 0

Åzfscopies=1 | 2 | 3

ÇMirror : RAID 1

ÇRaidz1: Improved from RAID5 (parity)

ÇRaidz2: Improved from RAID6 (double parity)

ÇRaidz3: triple parity
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To create a storage pool named 

ñtankò from a single disk:

After creating a storage pool, ZFS 

will automatically:

ÇCreate a filesystem with the 

same name (e.g. tank)

ÇMount the filesystem under that 

name (e.g. /tank)

The storage is immediately 

available

Storage pools

Creating storage pools (1/2)

# zpoolcreate tank /dev/md0

ZFS can use disks directly.  There is 
no need to create partitions or 
volumes.
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All configuration is stored 

with the storage pool and 

persists across reboots.

No need to edit /etc/ fstab.

# mount | grep tank
# ls - al /tank
ls: /tank: No such file or directory
# zpool create tank /dev/md0
# mount | grep tank
tank on /tank ( zfs , local, nfsv4acls)
# ls - al /tank
total 9
drwxr - xr - x   2 root  wheel   2 Oct 12 12:17 .
drwxr - xr - x  23 root  wheel  28 Oct 12 12:17 ..
# reboot
[...]

# mount | grep tank
tank on /tank ( zfs , local, nfsv4acls)

Storage pools

Creating storage pools (2/2)
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Storage pools

Displaying pool status

# zpool list
NAME   SIZE  ALLOC   FREE  CKPOINT  EXPANDSZ   FRAG    CAP  DEDUP  HEALTH  ALTROOT
tank  1016G    83K  1016G        - - 0%     0%  1.00x  ONLINE  -

# zpool status
pool: tank

state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

md0       ONLINE       0     0     0

errors: No known data errors
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ZFS contains a built-in 
tool to display I/O 
statistics.

Given an interval in 
seconds, statistics will be 
displayed continuously 
until the user interrupts 
with Ctrl+C.

Use -v (verbose) to 
display more detailed 
statistics.

# zpool iostat 5
capacity     operations    bandwidth

pool        alloc free   read  write   read  write
---------- ----- ----- ----- ----- ----- -----
tank          83K  1016G      0      0    234    841
tank          83K  1016G      0      0      0      0

# zpool iostat - v
capacity     operations    bandwidth

pool        alloc free   read  write   read  write
---------- ----- ----- ----- ----- ----- -----
tank          83K  1016G      0      0    206    739

md0         83K  1016G      0      0    206    739
---------- ----- ----- ----- ----- ----- -----

Storage pools

Displaying I/O statistics
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Destroying storage pools is a 

constant time operation.  If 

you want to get rid of your 

data, ZFS will help you do it 

very quickly!

All data on a destroyed pool 

will be irretrievably lost .

# time zpool create tank /dev/md0
0.06 real  0.00 user  0.02 sys

# time zpool destroy tank
0.09 real  0.00 user  0.00 sys

Storage pools

Destroying storage pools
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A pool with just one disk 

does not provide any 

redundancy, capacity or even 

adequate performance.

Stripes offer higher capacity 

and better performance 

(reading will be parallelised) 

but they provide no 

redundancy.

# zpool create tank /dev/md0 /dev/md1
# zpool status

pool: tank
state: ONLINE

scan: none requested
config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

md0       ONLINE       0     0     0
md1       ONLINE       0     0     0

errors: No known data errors

# zpool list
NAME   SIZE  ALLOC   FREE CAP  DEDUP  HEALTH
tank  1.98T 86K  1.98T  0%  1.00x  ONLINE

Storage pools

Creating stripes
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Mirrored storage pools 

provide redundancy against 

disk failures and better read 

performance than single-disk 

pools.

However, mirrors only have 

50% of the capacityof the 

underlying disks.

# zpool create tank mirror /dev/md0 /dev/md1
# zpool status

pool: tank
state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0     0
md1     ONLINE       0     0     0

errors: No known data errors
# zpool list
NAME   SIZE  ALLOC   FREE CAP  DEDUP  HEALTH
tank  1016G 93K  1016G  0%  1.00x  ONLINE

Storage pools

Creating mirrors (RAID-1)
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# zpool create tank \
> raidz1 /dev/md0 /dev/md1 /dev/md2 /dev/md3
# zpool status
pool: tank
state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

raidz1 - 0  ONLINE       0     0     0
md0     ONLINE       0     0     0
md1     ONLINE       0     0     0
md2     ONLINE       0     0     0
md3     ONLINE       0     0     0

errors: No known data errors

Storage pools

Creating raidzgroups

raidzis a variation on 

RAID-5 with single-, 

double-, or triple parity.

A raidzgroup with N disks 

of size X with P parity disks 

can hold approximately 

ὔ ὖ ὢzbytes and can 

withstand P device(s) failing 

before data integrity is 

compromised.
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Single disks, stripes, mirrors 

and raidzgroups can be 

combined in a single storage 

pool

ZFS will complain when 

adding devices would make 

the pool less redundant

` zpooladd log/cache/spare`

# zpool create tank mirror /dev/md0 /dev/md1
# zpool add tank /dev/md2
invalid vdev specification
use ' - f' to override the following errors:
mismatched replication level:
pool uses mirror and new vdev is disk

# zpool create tank \
> raidz2 /dev/md0 /dev/md1 /dev/md2 /dev/md3
# zpool add tank \
> raidz /dev/md4 /dev/md5 /dev/md6
invalid vdev specification
use ' - f' to override the following errors:
mismatched replication level:
pool uses 2 device parity and new vdev uses 1

Storage pools

Combining vdevtypes
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More devices can be added to 
a storage pool to increase 
capacity without downtime.

Data will be striped across 
the disks, increasing 
performance, but there will 
be no redundancy.

If anydisk fails, all data is 
lost!

# zpool create tank /dev/md0
# zpool add tank /dev/md1
# zpool list
NAME   SIZE  ALLOC   FREE CAP  DEDUP  HEALTH
tank  1.98T   233K  1.98T  0%  1.00x  ONLINE
# zpool status

pool: tank
state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

md0       ONLINE       0     0     0
md1       ONLINE       0     0     0

errors: No known data errors

Storage pools

Increasing storage pool capacity
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A storage pool consisting of only one device can be converted to 

a mirror.

In order for the new device to mirror the data of the already 

existing device, the pool needs to be ñresilveredò.

This means that the pool synchronises both devices to contain the 

same data at the end of the resilver operation.

During resilvering, access to the pool will be slower, but there 

will be no downtime.

Storage pools

Creating a mirror from a single-disk pool (1/4)
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Storage pools

Creating a mirror from a single-disk pool (2/4)

# zpool create tank /dev/md0
# zpool status

pool: tank
state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

md0       ONLINE       0     0     0

errors: No known data errors

# zpool list
NAME   SIZE  ALLOC   FREE  CKPOINT  EXPANDSZ   FRAG    CAP  DEDUP  HEALTH  ALTROOT
tank  1016G    93K  1016G        - - 0%     0%  1.00x  ONLINE  -
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Storage pools

Creating a mirror from a single-disk pool (3/4)

# zpool attach tank /dev/md0 /dev/md1
# zpool status tank

pool: tank
state: ONLINE

status: One or more devices is currently being resilvered .  The pool
will continue to function, possibly in a degraded state.

action: Wait for the resilver to complete.
scan: resilver in progress since Fri Oct 12 13:55:56 2018

5.03M scanned out of 44.1M at 396K/s, 0h1m to go
5.03M resilvered , 11.39% done

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0     0
md1     ONLINE       0     0     0 ( resilvering )

errors: No known data errors

Ç `zpoolattach`
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Storage pools

Creating a mirror from a single-disk pool (4/4)

# zpool status
pool: tank

state: ONLINE
scan: resilvered 44.2M in 0h1m with 0 errors on Fri Oct 12 13:56:29 2018

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0     0
md1     ONLINE       0     0     0

errors: No known data errors

# zpool list
NAME   SIZE  ALLOC   FREE  CKPOINT  EXPANDSZ   FRAG    CAP  DEDUP  HEALTH  ALTROOT
tank  1016G  99.5K  1016G        - - 0%     0%  1.00x  ONLINE  -
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zpool(8)
zpool list

list all the zpool

zpool status [pool name]

show status of zpool

zpool export/import [pool name]

export or import given pool

zpool set/get <properties/all>

set or show zpool properties

zpool online/offline <pool name> <vdev>

set an device in zpool to online/offline state

zpool attach/detach <pool name> <device> <new device>

attach a new device to an zpool/detach a device from zpool

zpool replace <pool name> <old device> <new device>

replace old device with new device

zpool scrub

try to discover silent error or hardware failure

zpool history [pool name]

show all the history of zpool

zpool add <pool name> <vdev>

add additional capacity into pool

zpool create/destroy

create/destory zpool

Zpool command
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`zpoolget all zroot̀
NAME   PROPERTY                       VALUE                          SOURCE

zroot  size                           460G                           -

zroot  capacity                       4%                             -

zroot  altroot                        - default

zroot  health                         ONLINE                         -

zroot  guid                           13063928643765267585           default

zroot  version                        - default

zroot  bootfs                         zroot/ROOT/default             local

zroot  delegation                     on                             default

zroot  autoreplace                    off                            default

zroot  cachefile                      - default

zroot  failmode                       wait                           default

zroot  listsnapshots                  off                            default

zroot feature@ async_destroy enabled                        local

zroot feature@ device_removal enabled                        local

Zpoolproperties
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ZpoolSizing

ÇZFS reserve 1/64 of pool capacity for safe-guard to protect 

CoW

ÇRAIDZ1 Space = Total Drive Capacity -1 Drive

ÇRAIDZ2 Space = Total Drive Capacity -2 Drives

ÇRAIDZ3 Space = Total Drive Capacity -3 Drives

ÇDynamic Stripe of 4* 100GB= 400 / 1.016= ~390GB 

ÇRAIDZ1 of 4* 100GB = 300GB - 1/64th= ~295GB 

ÇRAIDZ2 of 4* 100GB = 200GB - 1/64th= ~195GB 

ÇRAIDZ2 of 10* 100GB = 800GB - 1/64th= ~780GB

http://cuddletech.com/blog/pivot/entry.php?id=1013

http://cuddletech.com/blog/pivot/entry.php?id=1013


ZFS Dataset
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ZFS Datasets

ÇThree forms:

Åfilesystem: just like traditional filesystem

Åvolume: block device

Åsnapshot: read-only version of a file system or volume at a given 

point of time.

ÇNested

ÇEach dataset has associated properties that can be inherited 

by sub-filesystems

ÇControlled with single command:

Åzfs(8)
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Filesystem Datasets

ÇCreate new dataset with

Åzfscreate <pool name>/<dataset name>(/<dataset name>/é)

ÇNew dataset inherits properties of parent dataset
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Volumn Datasets (ZVols)

ÇBlock storage

ÇLocated at /dev/zvol/<pool name>/<dataset>

ÇUseful for

ÅiSCSI

ÅOther non-zfs local filesystem

ÅVirtual Machine image

ÇSupport ñthin provisioningò (ñsparse volumeò)
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Dataset properties

$ zfs get all zroot
NAME PROPERTY              VALUE             SOURCE
zroot type                filesystem           -
zroot creation             Mon Jul 21 23:13 2014 -
zroot used                 22.6G                 -
zroot available            423G                  -
zroot referenced           144K                  -
zroot compressratio 1.07x                 -
zroot mounted               no                    -
zroot quota                none                  default
zroot reservation          none                  default
zroot recordsize 128K                  default
zroot mountpoint none                  local
zroot sharenfs off                   default
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zfs(8)

zfs set/get <prop. / all> <dataset>

set properties of datasets

zfs create <dataset>

create new dataset

zfs destroy 

destroy datasets/snapshots/clones..

zfs snapshot

create snapshots

zfs rollback

rollback to given snapshot

zfs promote

promote clone to the orgin of 

the filesystem

zfs send/receive

send/receive data stream of 

the snapshot

zfs command



Snapshots
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Snapshot

Ç Read-only copy of a dataset or volume

Ç Useful for file recovery or full dataset rollback

Ç Denoted by @ symbol

Ç Snapshots are extremely fast (-er than deleting data!)

Ç Snapshots occupy (almost) no space until the original data start to 

diverge

Ç How ZFS snapshots really work (Matt Ahrens)

Å https://www.bsdcan.org/2019/schedule/events/1073.en.html

https://www.bsdcan.org/2019/schedule/events/1073.en.html
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ÇA snapshot only needs an identifier

ÅCan be anything you like!

ÅA timestamp is traditional

ÅBut you can use more memorable identifiers tooé

Snapshots

Creating and listing snapshots (1/2)

# zfs snapshot tank/users/ alice@myfirstbackup
# zfs list - t snapshot
NAME                              USED  AVAIL  REFER  MOUNTPOINT
tank/users/ alice@myfirstbackup 0      - 23K  -

# zfs list - rt all tank/users/ alice
NAME                              USED  AVAIL  REFER  MOUNTPOINT
tank/users/ alice 23K   984G    23K  /tank/users/ alice
tank/users/ alice@myfirstbackup 0      - 23K  -
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ÇSnapshots save only the changes between the time they were 

created and the previous (if any) snapshot

ÇIf data doesnôt change, snapshots occupy zero space

Snapshots

Creating and listing snapshots (2/2)

# echo hello world > /tank/users/ alice / important_data.txt
# zfs snapshot tank/users/ alice@mysecondbackup
# zfs list - rt all tank/users/ alice
NAME                              USED  AVAIL  REFER  MOUNTPOINT
tank/users/ alice 36.5K   984G  23.5K  /tank/users/ alice
tank/users/ alice@myfirstbackup 13K      - 23K  -
tank/users/ alice@mysecondbackup 0      - 23.5K  -
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ÇZFS can display the differences between snapshots

# touch /tank/users/ alice /empty
# rm /tank/users/ alice / important_data.txt
# zfs diff tank/users/ alice@mysecondbackup
M /tank/users/ alice /
- /tank/users/ alice / important_data.txt
+ /tank/users/ alice /empty

Snapshots

Differences between snapshots

Character Type of change

+ File was added

- File was deleted

M File was modified

R File was renamed
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ÇSnapshots can be rolled 

back to undo changes

ÇAll files changed since the 

snapshot was created will 

be discarded

# echo hello_world > important_file.txt
# echo goodbye_cruel_world > also_important.txt
# zfs snapshot tank/users/ alice@myfirstbackup
# rm *

# ls

# zfs rollback tank/users/ alice@myfirstbackup

# ls
also_important.txt important_file.txt

Snapshots

Rolling back snapshots (1/2)
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ÇBy default, the latest 

snapshot is rolled back.  

To roll back an older 

snapshot, use -r

ÇNote that intermediate 

snapshots will be 

destroyed

ÇZFS will warn about this

# touch not_very_important.txt
# touch also_not_important.txt
# ls
also_important.txt important_file.txt
also_not_important.txt  not_very_important.txt

# zfs snapshot tank/users/ alice@mysecondbackup
# zfs diff tank/users/ alice@myfirstbackup \
> tank/users/ alice@mysecondbackup
M /tank/users/ alice /
+ /tank/users/ alice / not_very_important.txt
+ /tank/users/ alice / also_not_important.txt

# zfs rollback tank/users/ alice@myfirstbackup
# zfs rollback - r tank/users/ alice@myfirstbackup
# ls
also_important.txt important_file.txt

Snapshots

Rolling back snapshots (2/2)
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Ç Sometimes, we only want to 
restore a single file, rather 
than rolling back an entire 
snapshot

Ç ZFS keeps snapshots in a 
very hidden .zfs/snapshots
directory
ÅItôs like magic :-)

ÅSet snapdir=visibleto unhide 
it

Ç Remember: snaphotsare 
read-only.  Copying data to 
the magic directory wonôt 
work!

# ls
also_important.txt important_file.txt

# rm *
# ls

# ls . zfs /snapshot/ myfirstbackup
also_important.txt important_file.txt

# cp . zfs /snapshot/ myfirstbackup /* .

# ls
also_important.txt important_file.txt

Snapshots

Restoring individual files
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ÇClones represent a writeablecopy of a read-only snapshot

ÇLike snapshots, they occupy no space until they start to diverge

Snapshots

Cloning snapshots

# zfs list - rt all tank/users/ alice
NAME                              USED  AVAIL  REFER  MOUNTPOINT
tank/users/ alice 189M   984G   105M  /tank/users/ alice
tank/users/ alice@mysecondbackup 0      - 105M  -

# zfs clone tank/users/ alice@mysecondbackup tank/users/eve

# zfs list tank/users/eve
NAME               USED  AVAIL  REFER  MOUNTPOINT
tank/users/eve        0   984G   105M  /tank/users/eve
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ÇSnapshots cannot be deleted while clones exist

ÇTo remove this dependency, clones can be promotedto 

òordinaryò datasets

ÇNote that by promoting the clone, it immediately starts 

occupying space
# zfs destroy tank/users/ alice@mysecondbackup
cannot destroy 'tank/users/ alice@mysecondbackupƦƙ
snapshot has dependent clones
use ' - R' to destroy the following datasets:
tank/users/eve

# zfs list tank/users/eve
NAME             USED  AVAIL  REFER  MOUNTPOINT
tank/users/eve      0   984G   105M  /tank/users/eve

# zfs promote tank/users/eve

# zfs list tank/users/eve
NAME             USED  AVAIL  REFER  MOUNTPOINT
tank/users/eve   189M   984G   105M  /tank/users/eve

Snapshots

Promoting clones



Self-healing data
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Traditional mirroring
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Self-healing data in ZFS
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ÇWe have created a 

redundant pool with two 

mirrored disks and stored 

some important data on it

ÇWe will be very sad if the 

data gets lost! :-(

# zfs list tank
NAME   USED  AVAIL  REFER  MOUNTPOINT
tank    74K   984G    23K  /tank

# cp - a /some/important/data/ /tank/

# zfs list tank
NAME   USED  AVAIL  REFER  MOUNTPOINT
tank  3.23G   981G  3.23G  /tank

Self-healing data demo

Store some important data (1/2)
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Self-healing data demo

Store some important data (2/2)

# zpool status tank
pool: tank

state: ONLINE
scan: none requested

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0     0
md1     ONLINE       0     0     0

errors: No known data errors

# zpool list tank
NAME   SIZE  ALLOC   FREE  CKPOINT  EXPANDSZ   FRAG    CAP  DEDUP  HEALTH  ALTROOT
tank  1016G  3.51G  1012G        - - 0%     0%  1.00x  ONLINE  -
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Caution!

This example can destroy 

data when used on the wrong 

device or a non-ZFS 

filesystem!

Always check your 

backups!

# zpool export tank

# dd if=/dev/random of=/dev/md1 bs=1m count=200

# zpool import tank

Self-healing data demo

Destroy one of the disks (1/2)



C
o

m
p

u
te

r C
e

n
te

r, C
S

, N
C

T
U

70

Self-healing data demo

Destroy one of the disks (2/2)

# zpool status tank
pool: tank

state: ONLINE
status: One or more devices has experienced an unrecoverable error.  An

attempt was made to correct the error.  Applications are unaffected.
action: Determine if the device needs to be replaced, and clear the errors

using ' zpool clear' or replace the device with ' zpool replace'.
see: http:// illumos.org / msg/ZFS- 8000- 9P

scan: none requested
config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0     5
md1     ONLINE       0     0     0

errors: No known data errors
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Self-healing data demo

Make sure everything is okay (1/3)

# zpool scrub tank
# zpool status tank

pool: tank
state: ONLINE

status: One or more devices has experienced an unrecoverable error.  An
attempt was made to correct the error.  Applications are unaffected.

action: Determine if the device needs to be replaced, and clear the errors
using ' zpool clear' or replace the device with ' zpool replace'.

see: http:// illumos.org / msg/ZFS- 8000- 9P
scan: scrub in progress since Fri Oct 12 22:57:36 2018

191M scanned out of 3.51G at 23.9M/s, 0h2m to go
186M repaired, 5.32% done

config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0 1.49K  (repairing)
md1     ONLINE       0     0     0

errors: No known data errors
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Self-healing data demo

Make sure everything is okay (2/3)

# zpool status tank
pool: tank

state: ONLINE
status: One or more devices has experienced an unrecoverable error.  An

attempt was made to correct the error.  Applications are unaffected.
action: Determine if the device needs to be replaced, and clear the errors

using ' zpool clear' or replace the device with ' zpool replace'.
see: http:// illumos.org / msg/ZFS- 8000- 9P

scan: scrub repaired 196M in 0h0m with 0 errors on Fri Oct 12 22:58:14 2018
config:

NAME        STATE     READ WRITE CKSUM
tank        ONLINE       0     0     0

mirror - 0  ONLINE       0     0     0
md0     ONLINE       0     0 1.54K
md1     ONLINE       0     0     0

errors: No known data errors


