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MBR

MBR - MaSter BOOt Record >  Slice 1 (/dev/sda1)

>  Slice 2 (/dev/sda2)

o First 512 bytes of disk, outside the regular filesystem

» Slice 3 (/dev/sda3)
o Last 2 Bytes are Ox55AA

o First 446 bytes - code for booting

Slice 4 (/dev/sda4)

o Following 64 bytes - partition table ‘

o Responsible to find the boot code on the boot sector of Slice 5 (/devisdas) | - Slice 6 (/devisdat)

bootable slice

$ head -c 512 /dev/sda | xxd
00000000: eb63 9000 00O 0VVO 00VO VOO 0VVO POPO .C..........c...
00000010: 0000 000V 00O VO VPO VPO VPO PO ...........ccc0...

000001d0: 0000 00O 0OV VOO 0VOO 00O PO PO ................

000001e0: 0000 0000 00O 0VVO 00O 0VVY 0VO 0RO ................
000001f0: 0000 00O VOOV VOO 0OV VPOV PPV 55aa .............. u.
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GPT - GUID Patition Table
o The first logical block (LBA 0) contains a protective MBR

e Two GPT Header are stored on the device

o Primary: located in LBA 1
o Backup: located in the last LBA of the device

e The GPT Header defines the range of LBAs that are usable by GPT

o, . . First useable block Start partition
Partltlon Entrles End partition
LBAO LBA1 LBAN
0|1 v
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2|58 o
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Start partition End partition [
ast useable block
— e e—
Primary Partition Backup Partition

Table

Table

C NYCU CS IT Center source: https://uefi.org/specs/UEFI/2.10/05_GUID_Partition_Table_Format.html




Booting Phases
1. UEFI/ BIOS

o Setup some hardware and run program from boot sector
2. BootLoader

o  Find your operating system and starts it

o Provide the necessary files for early userspace to start the late userspace
3. Early userspace

o Setup root filesystem, block devices, kernel modules
4. Late userspace

o Virtual terminal, login shell, graphical session
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Booting Phases - BIOS

e Initialize the hardware (disk, keyboard controller, etc.)
e BIOS launches the first 440 bytes of the first disk in the BIOS disk order
e The boot loader’s first stage in the MBR boot code then launches its

second stage code (if any) from either

o Next disk sectors after the MBR, i.e. post-MBR gap (only on a MBR partition table)
o In aBIOS boot partition (used in GPT)

e The actual boot loader is launched
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Booting Phases - UEFI

e Initialize the hardware (disk, keyboard controller, etc.)
e Firmware reads the boot entries in the NVRAM to determine which EFI

application to launch and from where

e | @engish @ aroc Guide [Zse %o ReSize/BAR D MemTests6

e Firmware launches the EFI application

o Boot loader edk2 uefi

o Kernel (using EFI boot stub) ' e ==

EFI Firmware Setup

UEFI QEMU HARDDISK QM06001

UEFI PXEu4 (MAC:525400123456)
o U E FI She” UEFI PKEub (MAC:525400123456)

UEFI HITPu4 (MAC:525400123456)

UEFI HTTPub (MAC:525400123456) 3\ ez AN

o Boot manager (e.g. systemd-boot) |ERrE=E=

UEFI QEMU DUD-ROM QMOO0O3 3 oA

3\ CPUOPT FAN
e

UEFI: Sony Storage Media PMAP, Pai

R 1(15.5GB)
T and ! to move selection @MOPUMP o % s
ENTER to select boot device | QFan Control 31 Boot Menu(F8)
ESC to exit

Default(F5) | Save &Exit(F10) | Advanced Mode(F7)|-3]

source: https://www.asus.com/hk/support/faq/1053205/
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Booting Phases - Boot Loader / Boot Manager

e Responsible for loading the kernel with kernel parameters and (if any)
initramfs images
e« Boot manager presents a menu of boot options or provides some other

way to control the boot process. GRUB with multiple boot options (different kernel)

systemd-boot (from ArchLinux installation 1SO)

fAirch Linux install medium (x86_64, UEFI)

Arch Linux install medium (x86_64, UEFI) with speech
Memtest86+
EFI Shell
Reboot Into Firmware Interface
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Booting Phases - Kernel Initialization

e Boot loader boots the vmlinux image containing the kernel

o vmlinux image is a statically linked executable file that contains the Linux kernel
o vmlinux image often placed in /boot/vmlinuz-1inux

o The letter z at the end denotes that it is compressed

e Performs hardware enumeration and initialization

e Unpacks its builtin initramfs into the temporary root directory
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Booting Phases - Early Userspace

o Starts by the kernel executing the /init binary in the temporary rootfs as
PID 1

e Setup storage stack for the real rootfs (e.g. dm-crypt, mdadm, lvm)

e Resolve persistent block device names to real device through udev

e Handle decryption of the the real rootfs

e« Load the DRM module

e Mount the real root and switch root
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Booting Process - Late Userspace

e Starts by executing the init program in the real rootfs as PID 1
e Debian use systemd by default

o Done booting after reach multi-user.target or graphical.target

PID1

PID 563
exec
grep
PID 424 PID 424
exec exec

PID 424
exec
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Systemd Target

e Systemd tasks are organized as units (e.qg. ssh.service)
o Targets are groups of units

e Targets call units to put the system together

o graphical.target calls all units that are necessary to start a workstation with graphical

user interface
e Targets can build on top of another or depend on other targets
e At boottime, systemd activates the target default.target

o Alias for another target, e.g. graphical.target

o Trysystemctl get-default
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Welcome to Fedora 20 (Heisenbug)!

Reached target Remote File Systems.
Listening on Delayed Shutdown Socket.
Listening on /dev/initctl Compatibility Named Pipe.
Reached target Paths.
Reached target Encrypted Volumes.
Listening on Journal Socket.
Mounting Huge Pages File System...
Mounting POSIX Message Queue File System...
Mounting Debug File System...
Starting Journal Service...
Started Jour Service.
Mounting Configuration File System
Mounting FUSE Control File System.
SysV Runlevel | systemd Target Notes ] Created stice foot Slice.
Created slice User and Session Slice.
Created slice System Slice.
Reached target Slices.
Reached target Swap.
0 poweroff.target Halt the system
Reached target Local File Systems (Pre).
Starting Load Random Seed...
Starting Load/Save Random Seed...
Mounted Huge Pages File System.
Mounted POSIX Message Queue File System.
Mounted Debug File System.
Mounted Configuration File System.
Mounted FUSE Control File System.
Mounted Temporary Directory.
Started Load Random Seed.
Started Load/Save Random Seed.

2,3,4 multi-user.target Multi-user, non-graphical, users :
can usua”y Iog|n Vla mul“ple S::f‘tjng Reereate Volatile piles and Directories...

Starting Trigger Flushing of Journal to Persistent Storage...

[
[
[
[
[
[

Common systemd targets

1 rescue.target Single user mode

]
]
]
]
]
]
]
]
]

. Started Recreate Volatile Files and Directories.
Consoles Or Vla the network Starting Record System Reboot/Shutdown in UTMP...
Started Trigger Flushing of Journal to Persistent Storage.
Started Record System Reboot/Shutdown in UTMP.
Reached target System Initialization.
. . . Reached target Timers.
h I t t M It - h I Listening on D-Bus System Message Bus Socket.
o graphical.targe ulti-user, graphica
Reached target Basic System.
Starting Permit User Sessions...
Starting D-Bus System Message Bus...
6 re boot ta rget Reboot Star‘tgd D—Bu§ Syster!v Message Bus.
- Starting Login Service...
Starting Cleanup of Temporary Directories...
Started Permit User Sessions.
Started Cleanup of Temporary Directories.

- emergency.target Emergency shell [ o | searced conmone catmy,
[ Reached target Login Prompts.
[
[

Started Login Service.
Reached target Multi-User System.

- network-online.target | Network is online Fedora release 20 (Heisenbug)

Kernel 3.9.2-200.fc18.x86_64 on x86_64 (console)

fedora login:
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initramfs-tools

e Debian use the initramfs managed by the initramfs-tools package

e Configwith /etc/initramfs-tools/initramfs.conf or
/etc/initramfs-tools/conf.d/

e Contains config such as modules, devices, compress, fstype

e Update initramfs using update-initramfs -u -v
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GRUB (GRand Unified bootloader)
e Use GRUB v2 by default

e Configurations are placed in /etc/default/grub

o The most used config is GRUB_CMDLINE_LINUX_DEFAULT

o e.g.remove the quiet parameter will cause systemd print more info during booting

e Update using update-grub
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Single User Mode

e Similar to Windows “Safe Mode”

e Repair system

o Inconsistent file system

o Errorin a boot configuration
e Reset lost root password
o Entering single user mode in some ways requires no password

e Full access to local file system and configuration (root permission)

e No network access
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Boot in single user mode
e Using GRUB for example

e Press“e” to edit boot parameters in boot menu

e Append “single” in “linux” line

Ctrl+x to boot

insmod lzopio

en

hint-bi --hint-efis
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Boot in single user mode (Cont.)

e OR, choose “Advanced options for Debian GNU/Linux

e Choose option with “(recovery mode)”

GNU GRUB version 2.12-9

ds before hooting or ¢’
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Using Single User Mode

e Single user mode requires password by default
e However, use rwand init=/bin/bash will start shell directly and spawn a

shell for you to modify files on disks

'IiH Iiﬁl clean, 392 44 856 fllw 353136/ l*ﬁ 1564 hlocks

& ‘ "journalctl —:-:b" to view
'l"-;fwru log emctl rebo :,, or "exit"

to conti .Pg) 00:63 > 2.19 PnP PMM+BEFD40BG+BEF340BG C960
Enter r ord for system mair |+H"|~u| e

g i 0l-D to continue): _
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Multibooting

e Each OS can maintain its own files within the EFI partition
e UEFI can launch different EFI applications
e FYR

o https://wiki.debian.org/DualBoot/Windows

o  https://wiki.archlinux.org/title/Dual boot with Windows

C Nvcu cs 1T Center



https://wiki.debian.org/DualBoot/Windows
https://wiki.archlinux.org/title/Dual_boot_with_Windows

Halt and Poweroff

e Halt

o Terminate all process, write data back to disks

o  When everything is ready, tell user to turn off the power
o Inolder systems, you need to manually do so

o systemctl halt or /usr/sbin/halt

e Poweroff

o Halt + Turn off the power
o ACPI (Advanced Configuration and Power Interface) / APM (Advanced Power
Management)

o systemctl poweroff or /usr/sbin/poweroff
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Other system / service managers

e OpenRC

e FreeBSD RC
e System-V

e Runit

e Supervisord
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Reference

e BootProcess - Debian Wiki - https://wiki.debian.org/BootProcess

e Initramfs - Debian Wiki - https://wiki.debian.org/initramfs

e 5. GUID Partition Table (GPT) Disk Layout - UEFI Specification 2.10 -
https://uefi.org/specs/UEFI/2.10/05 GUID Partition Table Format.html#

e Arch boot process - ArchWiki - https://wiki.archlinux.org/title/Arch boot process

e systemd - ArchWiki - https://wiki.archlinux.org/title/Systemd

e systemd - Debian Wiki - https://wiki.debian.org/systemd

e System and Service Manager - https://systemd.io/
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